PMA 101c: Basic Static Techniques (20 pts + 30 pts
extra)

What you need:
+ The Malware Analysis Cloud Machine you prepared in the previous project
Malware Samples

This project uses two files in this folder:
C:\Users\yourname\Desktop\Malware\Practical Malware Analysis Labs\BinaryCollection\Chapter_1L

The two files are Lab01-01.exe and Lab01-01.dIl.

VirusTotal

In a Web browser, go to

https://www.virustotal.com

Upload Lab01-01.dll. As shown below, some of the engines detect it as malware.

VirusTotal compares a file to a database of antivirus engines. You can upload files, but that may alert attackers
that you have detected an intrusion. Using it to search for a hash value of a sample is safer.

—_ a
P2 hitps virustotal.com/gui/file/f5( 2 ~ & © || B VirusTotal

150ed42c8dfaab649bde0398867e930b86C2a599e8db830b826039308226812dba
34 1) 34 engines detected this file
e faled2cidiaabb49bde0 39666 Te930b86c2a59%9e8dba3b826039305220812dba 160 KB 2019-09-04 15:28:56 UTC
° Lab01-01.di
_— armadillo ped via-tor

Flag PMA 101.1 PEview (5 pts)

PEview shows the sections that make up a PE (Portable Executable) file.

Goto http://wjradburn.com/software/.

Download PEview version 0.9.9 and unzip it. Double click PEview.exe
Click Run at the security warning.

Navigate to C:\Users\yourname\Desktop\Malware\Practical Malware Analysis Labs\Binary
Collection\Chapel_1L and open Lab01-01.exe.

On the left side, expand the IMAGE_NT_HEADERS container and click IMAGE_FILE_HEADER.


https://www.virustotal.com/
http://wjradburn.com/software/

The "Time Date Stamp" shows when the files were compiled. This is often used as an indication of the time zone
the attackers live in. Files that were compiled at the same time are also often regarded as part of the same
package.

Find the Data that is covered by a green box in the image below. That's the flag.

2, PEview - C:\Users\ \Desktop'Malware\Practical Malware Analysis Labs\BinaryCollection\Chapter_1L\Lab01-01.exe = O X
File View Go Help

¥ Q0OQO|EnEE| wx==

=-Lab01-01.exe pFile Data Description Value

L. IMAGE_DOS_HEADER 000000EC 014C Machine IMAGE_FILE_MACHINE_|386
:.-MS-DOS Stub Program 000000EE 0003 Mumber of Sections
- IMAGE_NT_HEADERS 000000F0 [ Time Date Stamp 2010/1219 Sun 16:16:19 UTC
¢ - Signature 000000F4 00000000 Pointer to Symbol Table

000000F8 00000000 Number of Symbols

i IMAGE_OPTIONAL_HEADER 000000FC 00EQ Size of Optional Header
- IMAGE_SECTION_HEADER text 000000FE 010F  Characteristics
L IMAGE_SECTION_HEADER .rdata 0001 IMAGE_FILE_RELOCS_STRIPPED
.- IMAGE_SECTION_HEADER .data 0002 IMAGE_FILE_EXECUTABLE_IMAGE
i SECTION _text 0004 IMAGE_FILE_LINE_NUMS_STRIPPED
- SECTION _rdata 0008 IMAGE_FILE_LOCAL_SYMS_STRIPPED
.- SECTION .data 0100 IMAGE_FILE_32BIT_MACHINE

< >

Viewing IMAGE_FILE_HEADER

Flag PMA 101.2: PEID (5 pts)

PEID shows what language the sample was written in, or what packer was used if it's packed.

Go to https://www.softpedia.com/get/Programming/Packers-Crypters-Protectors/PEiD-updated.shtml and click
Free Download.

If that doesn't work, you can download the file here

Extract all the files and run the PEiD application.

In PEid, in the "File" line, at the right side, click the ... button.

Goto the Chapter_1L folder and open the Lab01-01.exe file.

On the bottom left, you can see that this file was written in "Microsoft Visual C++", as shown below.

On the right side, note the "First Bytes", covered by a green box in the image below. That's the flag.


https://www.softpedia.com/get/Programming/Packers-Crypters-Protectors/PEiD-updated.shtml
https://bowneconsultingcontent.com/pub/PMA/pma101a/PEiD-0.95-20081103.zip

[ PEID v0.95

File: |C:\Users!

Entrypoint: | 00001820
File Offset: |00001820

Linker Info: [6.0

Microsoft Visual C++ 6.0

EP Section:

Frstoytes: [ >

Subsystem: |Win32 console il

+ \Desktop\Malware\Practical Malware Analysis Labs\E E

Jtext

X

]

Multi Scan Task Viewer Options About ] ' Exit ]
[V stay on top 'w|'_>

Flag PMA 101.3: BinText (5 pts)

BinText is a handy tool to view strings, a very easy and powerful way to analyze a file.

Download BinText from http://b2b-download.mcafee.com/products/tools/foundstone/bintext303.zip

Extract and open BinText and click Run at the Security prompt.

Click the Browse button.

Goto the Chapter_1L folder, select the Lab01-01.exe file and click Go.

Notice FindNextFileA and FindFirstFileA, as shown below. These are Windows API functions used to search

through a directory.

7 BinText3.0.3

Search | Fiter | Help |

Vv Advanced view

File to scan [C:

YU sers!

“Desktop\Malware\Practical Malware & Browse |

Time taken : 0.000 secs  Text size: 527 bytes [0.51K)

| Mem pos I

I Text

File pos ID ~
A 000000002126 000000402126 0 ClogseHandle
A 000000002134 000000402134 0 UnmapViewO(File
A 000000002146 000000402148 0 |sBadReadPtr
A 000000002156 000000402156 0 MapWiewOfFile
A 000000002166 000000402166 0 CreateFileM appingd,
A 00000000217C  00000040217C 0 CreateFiled,
A 000000002184 000000402184, ] FindClose
A 000000002196 000000402196 0 FindMNextFiled
A 0000000021468 000000402146 0 FindFirstFiled
A 0000000021BS  0000004021B8 0 LCopyFiled
A 0000000021C2 00000D0D4021C2 0 KERNEL32Z.dI
A 000000002102 000000402102 O malloc
A 0000000021E2  0000D04021E2 0 MSVCRT.dIl b
< >
Ready AN: 41 UN: 0 RS: 0 | Find | Save |

Scroll down and find these items, as shown below.

¢ _stricmp -- Compares a string to a desired value



http://b2b-download.mcafee.com/products/tools/foundstone/bintext303.zip

+ kerne132.dll -- A deceptive filename to make the malware look like a Windows system file
¢ C:\windows\system32\kerne132.dll -- The full path to a malicious file, very likely a useful Indicator of
Compromise

7 BinText3.0.3 - m X
Search IFiIter I Help I
File to scan |E:‘\.Users' YDesktop\Malware\Practical Malware 4 M Go
vV Advanced view Time taken : 0.000 secs  Test size: 527 bytes [0.51K)
File pos | Mem pos | 1D | Text A
A 000000002266 000000402266 0 __p__fmode
A 000000002274 000000402274 0 __set_app_type
A 000000002286 000000402286 0 _except_handler3
A 000000002294, 0000004022594, 0 _controlfp
A 000000002288 000000402258 0 _skncmp
A 000000003010 000000403010 0 kemel32.dll
A 000000003020 000000403020 0 ernel3e.d
A 00000000304C  00000040304C 0 IE:\windows\systemBZ\kemeT 32 dﬂ
A 000000003070 000000403070 0 ernelsZ.
A 00000000307C  00000040307C 0 Lab01-01.dll
A 00000000308C  00000040308C 0 C:\WwWindows\Spstem324\Kernel32.dl
A 0000000030E0  QO0O00004030B0 0 WARNING_THIS_WILL_DESTROY_YOUR_MACI
A 000000000040 000000400040 0 IThis oroaram cannot be run in DOS mode. v
< >
Ready || AN: 41 | UN: D RS0 | Find | Save |

In BinText, open the Lab01-01.dll file and click Go.

Notice these items, as shown below:

+ Sleep -- Windows API function used to sleep

» CreateProcessA -- Windows API function used to launch a program

» sleep and hello -- Commands that can be sent over the network to tell the malware to sleep, and some
function called "hello"



7 BinText 3.0.3 - O X
Search | Fiter | Help |
File to scan IC:\.USBIS'L ADesktop\Malware\Practical Malware & Browse | Go ‘
[V Advanced view Time taken : 0.016 secs  Text size: 271 bytes [0.26K)
File pos [ tMem pos | D | Text l A
A 000000002104 000010002104 0 ClozeHandle
A 000000002118 000010002113 1]
A 000000002120 000010002120 1] CreateProcess,
A 000000002132 000010002132 0 reatebMutexd
A 000000002142 000010002142 0 Opentdutexd,
A 00000000214E  00001000214E 1] KERMEL32.dIl
A 00000000215C  00001000215C 0 Wws2_32.dl
A 000000002164 000010002164 1] strnemp
A 000000002172 000010002172 0 MSYCRT.dI
A 000000002188 000010002188 0 _initterm
A 000000002194 0000100021394 1] malloc
A 00000000219E  00001000219E 0 adjust_fdiv
A 000000026018 0000026018 0 sleep
A 000000026020 000010026020 1] hello v
(Ready  |[aN:30 UN: D \|Rs:0 [ En | Save |

The command to launch a program is missing. To see it, click the Filter tab and adjust the "Min. text length" to 4
as shown below.

7 BinText3.0.3 = O 3¢
Search Filter IHeIp
STAGE 1: Characters included in the definition of a string
" CR v & i v a2 V|
[~ LF v '[apostrophe) ¥ 09 v [ v}
¥ Space v | v - v & v ~ [tilde]
WV Tab W V. Wi L MAI::EEEmljﬂﬂDuGY
v 1 [v * V¢ [° a&aceediiiadsuiiyg
[V " vV + v = |V (underscore) [ AEIGUMA
v # v | [commal v > | “lbacktick) | agidii
v 3 [V - [minus] v 7?2 ¥ az
WV % vV . [period) Va ¥{ Clear ]
I Include these characters too | Restore defaults ]
~STAGE 2: String size ~STAGE 3: Essentials
Min test lenath ]
g 4 [T MUST contain these
Max text length 11024 I
™ Discard stiings with |3 or more repeated characters

Click the Search tab. At the top right, click Go.

Now you can see that the command to launch a program is exec, as shown below.



Near the bottom, find the IP address beginning with 127, covered by a green box in the image below. That's the

flag.
7~ BinText3.03 - o X
Seatch | Fiter | Help |
File to scan IC:'\U sersh “DesktopiMalware\Practical Malware & Browse | Go I
vV Advanced view Time taken : 0.000 secs  Text size: 295 bytes [0.29K)
File pos | Mem pos D | Text [ A
A 000000002142 000010002142 0 Opentdutexd
A 00000000214E  00001000214E 0 KERNEL3Z.dI
A 000000002165C 000010002150 0 Ws2_32.dll
A 000000002164 000010002164 O strnemp
A 000000002172 000010002172 0 MSYCRT .dll
A 000000002180 000010002180 0 free
A 000000002186 000010002188 0 _initterm
A 000000002194 000010002194 0 malloc
A 00000000219E  00001000215E 0 _adjust_fdiv
A 000000026010 000010026010 0 exec
A 000000026018 000010026018 0 sleep
A 000000026020 000010026020 0 hell
A 000000026028 000010026028 O 12?-
A 000000026038 000010026038 0 SADFHUHF v
Ready AN: 36 UN: 0 RS: 0 Find | Save |

Flag PMA 101.4: Dependency Walker (5 pts)

Go to http://www.dependencywalker.com/ and click Download Version 2.2.6000 for x64 [468k]
Extract the files and open the depends application.
In Dependency Walker, click the opening folder icon and open the Lab01-01.exe file.

An error message will popup, but you can ignore it and click ok. Learn more about it at

The top left pane is called the "Module Dependency Tree View".
It shows the EXE file and the two Windows libraries it uses: MSVCRT.DLL and KERNEL32.DLL, as shown
below (click the - next to KERNEL32.DLL).

In the top left pane, click MSVCRT.DLL. The top right pane shows "Parent Imports". These are the functions
the EXE file uses from the library.

As shown below, this executable uses only a small number of library functions, and none of them indicate much
about its purpose. One of them is named _stricmp, which indicates that this progam performs a string
copmarison, but that's a very common operation.


http://www.dependencywalker.com/
https://stackoverflow.com/questions/33604738/dependency-walker-with-windows-10

B% Dependency Walker - [Lab01-01] - a *®

W3 File Edit View Options Profile Window Help - 8%
FH R o A Sy REDN
B~ O LABOI-0LEXE ~ [Pl | Ordinal # Hint Function Entr A
f- @84 KERNEL32.DLL N 111 (00EF) | _p_fmode Not
= ﬁﬁ Bl | NA 129 (x0081) [ _set_app_type Not
% NTDLL.DLL B | nA 131 ((0083) | _setusermatherr Not
@ API-MS-WIN-CORE-CONSOLE-L1-1-0.DLI | NA 157 (009 D) | _adjust_fdiv Not
@ API-MS-WIN-CORE-DATETIME-L1-1-1.01 | B | /A 183 (0x0087) | _contralfp Not
. (B API-MS-WIN-CORE-DEBUG-L1-1-1.DLL — Sl P DDA st Fang g
B | NA 211 (0003 ) | _emit Not
() API-MS-WIN-CORE-ERRORHANDLING-L1 B | na 271 (0010F) | initterm Not
..... @ API-MS-WIN-CORE-FIBERS-L1-1-1.0LL B | NA 449 (0x01C1) Mot
----- @ API-MS-WIN-CORE-FILE-L1-2-1.0LL Bl | NA 585 (0x0249) &% Mot
----- 3 API-MS-WIN-CORE-HANDLE-L1-1-0.DLL B | NA 657 ((s0291) | malloc Not
----- %) API-MS-WIN-CORE-HEAP-L1-2-0.DLL < >
3 API-MS-WIN-CORE-LOCALIZATION-L1-2 A T I Ordiral A I Hint | e I ey
Y ADIMACWINLCNRE.] IRDARVI AANER_I 1. v
< > < >
A | Module File Time Stamp | Link Time Stamp _ | FileSize | Attr. | Link Checksum | Real Checksum | CPU_
@ APl-MS-WIN-CORE-APIQUERY-L1-1-0.DLL Error opening file. The system cannot find the file specified (2).
@ API-MS-WIN-CORE-APPCOMPAT-L1-1-1.DLL Error opening file. The systemn cannot find the file specified (2).
@ | API-MS-WIN-CORE-COMM-L1-1-0.0LL Error opening file, The system cannct find the file specified (2).
@ APL-MS-WIN-CORE-COMSOLE-L1-1-0.DLL Errar opening file. The systemn cannot find the file specified (2).
@ | API-MS-WIN-CORE-CONSOLE-L2-1-0.0LL Error opening file. The system cannot find the file specified (2).
{ﬁ‘n ADI-MS-WIN-CORE-NATETIME-11-1-1 N1 Frenr nnenina file. The sustem cannot find the file snecified (71 . ¥.

Error: At least one required implicit or forwarded dependency was not found.

Error: At least one module has an unresolved import due to a missing export function in an implicitly dependent module.
Error: Modules with different CPU types were found.

'Warning: At least one delay-load dependency module was not found.

For Help, press F1

In the top left pane, click KERNEL32.DLL.

The top right pane shows that this file uses several functions that manipulate files, including FindNextFileA and
FindFirstFileA, as shown below.

This suggests that the malware searches through the file system.

B Dependency Walker - [Lab01-01] - a X
B2 File Edit View Options Profile Window Help - &8 x
FH R = HE Sy REOR
= O LABO1-01.EXE ~ | Pl Ordinal » Hint Function Entry Point ~
£ & KERNEL32.DLL Em |vA 27(0x0018) | CloseHandle Not Bound
i @ APl-MS-WIN-CORE-RTLSUPPORT-L1-2-0 B | NA 40 (D 028) | CopyFileA Mot Bound
% NTDLL.DLL BB | NA 52 (0034) | CreateFileA Net Bound
-~ E1§ KERNELBASE.DLL [ 33 (10035) | CreateFileMappingA Not Bound
. (%) API-MS-WIN-CORE-PROCESSTHREADS-L | BB |N/A 144 (x0090) | EindClose Mot Bound
B | NA 148 (003 4) §FindFirstFileA Mot Bound
e (2) API-MS-WIN-CORE-PROCESSTHREADS-L & |wa 157 (0009 D) Net Bound
- (@ API-MS-WIN-CORE-REGISTRY-L1-1-00L | gy | py/a 437 (601 B5) | RO Net Bound
o (®) API-M5-WIN-CORE-HEAP-L1-2-0.0LL B | NA 470 (30 106) | MapViewOfFile Mot Bound
# API-MS-WIN-CORE-HEAP-L2-1-0.DLL [ IR NNEAY RAR M D RN | 1 Inem s a\fismsd WEila Mot Besind ¥
@ API-MS-WIN-CORE-MEMORY-L1-1-2DLL | ° ?
@ API-MS-WIN-CORE-ENCLAVE-L1-1-0.DLL E Ordinal * Hint Function Entry Point -
@ AP1-MS-WIN-CORE-HANDLE-L1-1-0.0LL E13 1{00001) 0 {00000} | AcquireSRWLockExclusive NTDLL.RtlAcquireSRWLockExclusive
e (3 API-MS-WIN-CORE-SYNCH-L1-2-0.DLL ETR 2(0x0002) 1(0:0001) | AcquireSRWLockShared NTDLL.RtlAcquireSRWLockShared
@ API-MS-WIN-CORE-SYNCH-L1-2-1.DLL (=] 3(00003) 2(x0002) | ActivateActChe 00001EFEBO
- @ API-MS-WIN-CORE-FILE-L1-2-1.DLL (o] 4{0:D004)| 3 (0x0D03) | ActivateActCteWarker 0x0001A1CO
€1 5 0005) 4 (D004) | AddAtomd 00235 AD

In Dependency Walker, open Lab01-01.dll.
In the top left pane, partially collapse the tree to match the image below and click WS2_32.DLL.

The top right pane doesn't show function names this time, it only shows "Ordinal" numbers. This is called
Linking_ by Ordinal, and it's an annoyance to us because we can't easily see what functions are in use.

Click WS3_32.DLL in the top left pane.


https://msdn.microsoft.com/en-us/library/aa264882(v=vs.60).aspx

The center-right pane shows the Exports of WS2_32.DLL, which include accept, bind, and connect. These
are the standard Berkeley Sockets functions used for networking. This suggest that the malware performs some

networking functions, such as connecting to a server and opening a listening port.

B2 Dependency Walker - [Lab01-01.dl1] - ] X
W2 File Edit View Options Profile Window Help - X
EFH 8K o EHAESQEFBEHDOR
= O LAB01-01.DLL Pl Ordinal * Hint Function Entry Point "
@] E3% KERMEL32.DLL [o# 3(0x0003) | N/A MN/A Mot Bound
=l @@§ wWs2_32.0LL D= 4(0x0004) | N/A MN/A Mot Bound
@ API-MS-WIN-CORE-CRT-L1-1-0,0LL B | 9(0x0008)| N/A N/A Mot Bound
@ API-MS-WIN-CORE-CRT-L2-1-0,0LL @ | 11(0x0008)  N/A N/A Not Bound
®I§ NTDLLDLL B | 16(0x0010) | N/A N/A Not Bound
: : B | 19(00013) | N/A N/A Mot Bound
@) API-MS-WIN-CORE-ERRORHANDLING-L1 | &m0 | 22 00018) | /A K e s .
- @ API-MS-WIN-CORE-PROCESSTHREADS-L
(@ API-MS-WIN-EVENTING-CLASSICPROVID | E | Ordinal ® Hint Function Entry Point A
-« (@ API-MS-WIN-CORE-STRING-L1-1-0.DLL = 1[@«1091; 160 (00D A0) f accept 000018540
(@ API-MS-WIN-CORE-HANDLE-L1-1-0.DLL g ngggii lgl%mgig "l'“"‘ - mggggfgg
.’ n X % 9 119 1 closesocket f
\%) APL-MS-WIN-CORE-SYNCH-L1-2.00LL |y | 15,0004) | 163 (0003) [ commeet ] D000087AD
@ dPI-MS-WIN-EORE-LIBRARYLO»:-DER-LI-v (] 5(0x0005) | 170 (00 0 AA) TTetp Tre 000012290
5 & APLMSINIM-CORE-THREANDONI 1124 © | @) | 6 (00006 | 175 (DD AF) | getsockname OD000F000 +

In the top left pane, click KERNEL32.DLL. The top right pane shows the five "Parent Imports", which include
CreateProcessA and Sleep, as shown below.

Find the function name that is covered by a green box in the image below. That's the flag.

B Dependency Walker - [Lab01-01.dll] - (] X
B3 File Edit View Options Profile Window Help - 8%
EE 2R\ LHE| Sy LB
= j LABO1-01.DLL A | Pl Ordinal * Hint Function Entry Point
EH (51 KERNEL32.DLL Bl | NA 27 (D0 1B) | CloseHandle Not Bound
= % ws2_32.0LL BB | NA 63 (003F) | CreateMutexA Net Bound
i (3 API-MS-WIN-CORE-CRT-L1-1-0.DLL B |nA 68 (D044 | CreateProcessi Not Bound
@ API-MS-WIN-CORE-CRT-L2-1-0.0LL = wi ;:3 :ﬁlgg; i mo: :wnj
&% NTDLLDLL er Ehmeney
@ API-MS-WIN-CORE-ERRORHANDLING-L1 = =
2 API-MS-WIN-CORE-PROCESSTHREADS-L = — — =— —
3 API-MS-WIN-EVENTING-CLASSICPROVID rdinal * o uncHon ot B
@ API-MS-WIN-CORE-STRING-L1-1-0.0LL ED | 226(00E2)| 225(0x00E1)| CreateProcessinternalW 00039670
= N ] 27 (D0E3)| 226 (0OE2) | CreateProcessW 00001 C1CO
2 API-M5-WIN-CORE-HANDLE-L1-1-0.DLL
g API-MS-WIN-CORE-SYNCH-L1-2-0.DLL ] 228 (0x00E4)| 227 (0x00E3) | CreateRemoteThread teDOO3I96F0
¥ 3 B3| 229(x00ES5)| 228 (0XDOE4) | CreateRemoteThreadEx api-ms-win-core-processthreads-11-1-
@ API-MS-WIN-CORE-LIBRARYLOADER-L1- | g™ | 230 (0D0E6) | 229 (WDOES) | CreateSemaphoreA 0000185 A0 “
A ADILAAS AN CORE. THBREARDAN .1 1.7, — mm s sm mm amm on mmmas | - - 5 - PR,
< < >

Flag PMA 101.5: Find the Downloaded File (10 pts

extra credit)

Analyze the sample Lab01-04.exe

It downloads a file from this domain: practicalmalwareanalysis.com

Find that file's name. That's the flag.

Flag PMA 101.6: Find the Imported Function (10 pts

extra credit)

Analyze the sample Lab01-04.exe



https://en.wikipedia.org/wiki/Berkeley_sockets

It imports a function from WINTRUST.DLL

Find that function's name. That's the flag.

Flag PMA 101.7: Find the Datestamp (10 pts extra)

Find the date when sample Lab01-04.exe was compiled, like this: 2000/01/01. That's the flag.
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