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Windows

BIOS initialises
hardware

|

BIOS calls MBR
(Master Boot Record)

|

Load code from boot
sector of active partition

|

Bootloader runs code and
starts up operating system
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TPM 1.2 and 2.0

Crypto-processor
Random number generator.

RSA/ECC key generator.

HMAC generator.
SHA-1/SHA-256 hash generator.
Signature engine

 Platform integrity. Makes

] Versatile memory:
sure the boot process is

* Platform Configuration Registers

correct. (PCR).
* Attestation Identity Keys (AIK).
* Disk encryption. The * Storage Keys.

encryption key used for dis
encryption is fully or

partially defined by the SRK. Persistent memory:
* Endorsement Key (EK). A private key from a key
* Password protection. The pair. A user wishing to send a message to this

Storage of the user’s TPM uses the public key to encrypt. Public key is
also stored on TPM.

password in the Chip. Storage Root Key (SRK). Used to encrypt disk
storage.



Endorsement Key (EK)

Secret message
encrypted with EK
public key

Bob’s computer
Serial: XYXZ-987

Alice Computer’s
Ltd

I’'m Bob’s
computer

A

Signed with EK
(Private key)

Endorsement Key
certificate used to
get public key to
check signature

EK pair (public key can be
extracted). Added when
manufactured and cannot
be changed.

Signed with EK
(Private key)




Storage Root Key (SRK)

SRK (RSA key pair
in TPM 1.2)....
created by owner
of computer.

tpm_takeowners
’ hip -z
Bob’s computer

Serial: XYXZ-987 To reveal public

part:
Encrypted disks

tpm_restrictsrk -a

. . V AES encryption
key protect by
7

SRK public key




ROCA



ROCA

*; Weak prime Number generator (RSAL.ib)

[Back] With the ROCA (Return of the Coppersmith Attack) vulnerability an RSA private key can be recovered from the knowledge of the public key. It
has the CVE identifier of CVE-2017-15361. The vulnerability related to the Infineon RSA library on the Infineon Trusted Platform Module (TPM)
firmware. It affected BitLocker with TPM 1.2 and YubiKey 4. In this case we calculate the prime number with Prime = k X M + (65537 mod M):

k= 3
a= 12
Number of prime numbers used= 39

No of prime numbers to use: 39

M= 962947420735983927056946215901134429196419130606213075415963491270

k: 3 Prime= 2888842268486202984677183224410114807785901996516180457699983627091

a: 12 value is prime

For RSALib, with a key size between 512-
bit to 960-bit, N =39 (M =2 « 3 « ... «
167) is used for prime number
generation.

n =71, 126, 225 for key sizes of intervals
of: [992, 1952]; [1984, 3936]; and
[3968, 4096], respectively.



https://asecuritysite.com/encryption/copper

Key size University cluster Rented Amazon c4 instance Energy-only price ($0.2/kWh)
(Intel E5-2650 v3@3GHz Q2/2014) | (2x Intel E5-2666 v3@2.90GHz, estimated) | (Intel E5-2660 v3@2.60GHz, estimated)

512b 1.93 CPU hours (verified) 0.63 hours, $0.063 $0.002
1024 b 97.1 CPU days (verified) 31.71 days, $76 $1.78
2048 b 140.8 CPU years 45.98 years, $40,305 $944
3072 b 2.84 * 10% years 9.28 * 10%* years, $8.13 * 10%7 $1.90 = 10%6
4096 b 1.28 % 10° years 4.18 * 108 years, $3.66 * 101! $8.58 % 10°

k: 3 Prime= 2888842268486202984677183224410114807785901996516180457699983627091

a: 12 value is prime

For RSALib, with a key size between 512-
bit to 960-bit, n =39 (M =2 « 3 « ... «
167) is used for prime number

generation.

n =71, 126, 225 for key sizes of intervals
of: [992, 1952]; [1984, 3936]; and
[3968, 4096], respectively.
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Key size University cluster Rented Amazon c4 instance Energy-only price ($0.2/kWh)
(Intel E5-2650 v3@3GHz Q2/2014) | (2x Intel E5-2666 v3@2.90GHz, estimated) | (Intel E5-2660 v3@2.60GHz, estimated)
512b 1.93 CPU hours (verified) 0.63 hours, $0.063 $0.002
1024 b 97.1 CPU days (verified) 31.71 days, $76 $1.78
2048 b 140.8 CPU years 45.98 years, $40,305 $944
3072 b 2.84 % 10%° years 9.28 * 10%* years, $8.13 * 10%7 $1.90 * 10%6
4096 b 1.28 % 10° years 4.18 % 108 years, $3.66 * 101! $8.58 * 10°
” _____________________________________________}
[ Domain name | Used length (bits) ] Pub. key availability | Misuse
TLS/HTTPS 2048 easy MitM/eavesdropping
Message security (PGP) 1024/2048 easy message eavesdropping, forgery
Trusted boot (TPM) 2048 limited unseal data, forged attestation
Electronic IDs (eID, ePassport) 2048 limited clone passport, e-gov document forgery
Payment cards (EMV)* 768/960/1024/1182 limited clone card, fraudulent transaction
Certification authorities (root, intermediate)* 2048 or higher easy forged certificates, MitM
Authentication tokens 2048 or higher limited unauthorized access or operation
Software signing 2048 or bigger easy malicious application update
Programmable smartcard (Java Card) 1024-4096 depends on use depends on use



https://asecuritysite.com/encryption/copper

Key size University cluster Rented Amazon c4 instance Energy-only price ($0.2/kWh)
(Intel E5-2650 v3@3GHz Q2/2014) | (2x Intel E5-2666 v3@2.90GHz, estimated) | (Intel E5-2660 v3@2.60GHz, estimated)

512b 1.93 CPU hours (verified) 0.63 hours, $0.063 $0.002
1024 b 97.1 CPU davs (verified) 31.71 davs. $76 $1.78
Domain name | Analyzed datasets | # Vuln. keys/devices | % Vulnerable |

Complete/larger-scale datasets

Certification authorities all browser-trusted roots (173), level < 3 intermediates (1,869) 0 keys 0
ePass signing certificates ICAO Document Signing Certificates, CSCA Master Lists 0 keys 0
Estonian eID sample of 130,152 randomly selected citizens 71,417 keys 54.87
Estonian mobile eID sample of 30,471 randomly selected citizens 0 keys 0
Estonian e-residents sample of 4,414 e-residents 4,414 keys 100
Message security (PGP) complete PGP key server dump (9 M) 2,892 keys 0.03
Software signing (GitHub) | SSH keys for GitHub developers (4.7 M) 447 keys 0.01
Software signing (Maven) | signing keys for all public Maven artifacts 5 keys 0.003
TLS/HTTPS complete IPv4 scan, Certificate Transparency 15 keys <0.001
Trusted boot (TPM) 41 laptops with different chips by 6 TPM manufacturers 10 devices 24.39
Limited, custom-collected datasets

Payment cards (EMV) 13 cards from 4 EU countries, 6 with Manufacturer chip 0 keys 0
Programmable smartcard | 25 cards from JCAlgTest.org database, 6 with Manufacturer chip 2 cards 8.67
Software signing (Android) | 1,080 top ranking applications and games 0 keys 0
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Apple T2 Chip




Apple T2 Chip

[ JON | MacBook Pro
V Hardware Controller Inf "

ATA ontroller Information:

Apple Pay Model Name: Apple T2 Security Chip

Audio Firmware Version: 16P4507

Bluetooth Bog nl B 2

Camera

Card Reader
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Hardware RAID
Memory
NVMExpress
PCI

S
¢ 5 aEEEnl
Parallel SCSI ! . | 1E0EE
Power 7
Printers

SAS

SATA/SATA Express
SPI

I RELE)



Apple T2 Chip

V Hardware
ATA

Apple Pay
Audio
Bluetooth
Camera
Card Reade

Secure endave coprocessor protects Touch ID and
fingerprint data. It also disables microphone when lid
closed, and FileVault (encrypted storage) and secure boot.

Controller

Diagnostics \
Disc Burning \

Ethernet Ca \

Fibre Chanr
FireWire

Unique ID (UID) is an 256-bit AES key that is
integrated into the processor when
manufactured. It cannot be read by firmware
or any software. No access from JTAG or
debugging interfaces.

Graphics/Di
Hardware R
Memory
NVMExpres
PCI

Parallel SC¢
Power
Printers
SAS
SATA/SATA
SPI

Processor

data

Unencrypted

Apple T2 chip (Audio, Video,
Image sig process, SSD
controller, Secure enclave, AES
Crypto Engine, System

management controller).

Secure Enclave
Processor

AES Crypto Engine
(with DMA — Direct
Memory Access)

Encrypted
data

SSD Storage




Apple T2 Chip

V Hardware
ATA

ipz'e Pay Secure enclave coprocessor protects Touch ID and
uaio

Bluetooth fingerprint data. It also disables microphone when lid

Camera closed, and FileVault (encrypted storage) and secure boot.
Card Reade

Controller

Diagnostics \
Disc Burning \

Ethernet Ca \

Fibre Chanr
FireWire

Unique ID (UID) is an 256-bit AES ki
integrated into the processor when
manufactured. It cannot be read by f
or any software. No access from JTA
debugging interfaces.

Graphics/Di
Hardware R
Memory
NVMExpres
PCI

Parallel SC¢
Power
Printers
SAS
SATA/SATA
SPI

Processor

data

Unencrypted

Apple T2 chip (Audio, Video,
Image sig process, SSD
controller, Secure enclave, AES
Crypto Engine, System

management controller).

Secure Enclave
Processor

AES Crypto Engine
(with DMA — Direct
Memory Access)

Encrypted
data

Delays between password attempts

Attempts Delay Enforced
1-14 none
15-17 1 minute
18-20 5 minutes
21-26 15 minutes
27-30 1 hour

SSD Storage
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nisv ciict Ahrini

File/Folder
Encryption

Disk
Encryption

TrueCrypt w

McAfee Endpoint
Encryption
Encryption Software

Microsoft
Bitlocker

Check Point Full
Disk Encryption
Software

’ symantec.
28

Sophos SafeGuard
Disk Encryption

Author: Prof Bill Buchanan

Disk Encryption




FIPS

FIPS 140-2 Level 4

FIPS 140-2 Level 3

FIPS 140-2 Level 2

FIPS (Federal Information

Processing Standards)
140-2 Level 1

Level 2 Validated

Physical security requirements more

stringent.
Robustness against environment attacks

Physical tamper-resistance.

Identity-based authentication.

Physical or logical separation between the
interface by which the key security parameters
are entered or passed.

Physical tamper-evidence.
Role-based authentication.

Lowest level limited requirements

barrier

@

Role access (admin)

NIST

Identity access (Fred)
@ Isolation @




J—

»_ Password or
@ passphase
\ Napl5r123$

Folder/File ,’
encryption
Disk USB drive with
encryption

i / encryption key
Q.

< (s}

OTP device such as an

Biometric device RSA token

(eg fingerprint reader_ with Trusted

Platform Module (TPM) which holds
the actual encryption key)

_ Multi-factor

authentication uses
two or more of these




@ EFS - Drive or Transparent
Q‘ Folder encryption operation mode
& Uses TPM

e Trusted Platform Module (TPM) 1.2 hardware
where user powers up and logs into Windows

. . - as normal.
BitLocker Loglcal - !@S‘V e Encryption key is sealed (encrypted) in the
- w'e TPM chip and released to the OS loader code
volume encry ptlon if the early boot files appear to be unmodified.
e e Pre-OS components of BitLocker use Static
° 1 . 1 Root of Trust Measurement defined by the
NTFS Drlve 1 ’ BOOt dnve Trusted Computing Group (TCG). Mode is
(U n encry pted) vulnerable with cold boot attack, where the
. . intruder can boot the powered-down machine.
e NTFS Drive 2: Operating
system — eg c: drive
(encrypted)

User authentication

mode

e Users inserts a USB device with a
startup key into the computer for the
boot to protected OS.

e BIOS must support the reading of USB
devices in the pre-OS environment.

USB Key Mode

Pre-boot PIN required




Microsoft EFS 9 EFS _ Drive or

Folder encryption

& Certificates

“ AMW' <> General | Detais | Certfication Path |
Personal | Othes People | Certh [ Trusted Root Certicator. « || | SPom: [<ab> =
tasued To Lssued By Exprato... peid Vabe
()8 Buchanan 8 Buchanan 18-5ep-14 {3 Version v3 _
_.]smsu BILLS\bll 15-un-10 :‘Sﬂld'\l!bel 622565678d20868040 16... =
[pJconsole.aws.amazo... DO_NOT_TRUST Fidd... 22-Mar-24 {1/ Signature algorithm shaiRsa 3
[C3JDO_NOT_TRUST Fi... DO_NOT_TRUST_Fidd... 22-Mar-24 L Signature hash algorithm shal
Wfred fred 08-Jan-12 i;‘lswer Bil Buchanan
| L vahd from Sunday, October 12, 20149: ...
[]vasd to Tuesday, September 18, 2114...
B L e viart All B vhanan x
o CER file — Contains
certificate.
e PFX — Contains (mport.. ) [(Eort.. ] [ Remove
- - Certficate intended purposes
certificate and private [ e—————
key. e | T
Learn more about certificates Learn more about certificate detals
[ o JT concdl ] L ]

Public key b,

Encryption
key




4" Centificates

| [General | Detais |Certification Path
Intended purpose: | <All> |

Personal | Other People | Intermedite Certification Autharities | Trusted Root Certificatior ¢ Show: | <AR> z

C:\enc\test>cipher /c test.docx
Issued To Exprato... Friendly Name Slekd o
18-Sep-14  <None>

15-Jun-10

6225656784 2¢ 8680 40 16,
shalRSA

Listing C:\enc\test\
New files added to this directory will be encryptt

E test.docx
Compatibility Level:
Windows XP/Server 2003 import... | [ Exporte. | [ Remove Advanced

Certificate intended purposes

Encrypting File System

Users who can decrypt:
WIN-98UTFANBS55G\BIll Buchanan [Bill Buch . Edt ropestes..
Buchanan@WIN-98UTFANB55G o

Copy to Fie...

[ 6% centficate (X

Certificate thumbprint: 1E77 C3D6 BCCB DFGCD
3136 A830 76E0

No recovery certificate found.

Key Information:
Algorithm: AES
Key Length: 256
Key Entropy: 256

C:enc\test>cipher /r:test.docx
Please type in the password to protect your .PFX file:
Please retype the password to confirm:

Your .CER file was created successfully.
Your .PFX file was created successfully.

C:\enc\test>dir

12-Oct-14 08:39 PM 11,432 test.docx
12-Oct-14 08:43 PM 912 test.docx.CER
12-Oct-14 08:43 PM 2,710 test.docx.PFX




C:\enc\test>cipher /c test.docx
Listing C:\enc\test\
New files added to this directory will be encrypted.

E test.docx
Compatibility Level:
Windows XP/Server 2003
Users who can decrypt:
WIN-98UTFANB55G\Bill Buchanan [Bill Buchanan(Bill
Buchanan@WIN-98UTFANB55G
Certificate thumbprint: 1E77 C3D6 BCCB DFDD 1A82 352D B109 3136 A830 76E0

No recovery certificate found.

Key Information:
Algorithm: AES
Key Length: 256
Key Entropy: 256




(" ) EFS - Drive or
@ C:\enc\test>cipher /r:test.docx

Please type in the password to protect your .PFX file:
Please retype the password to confirm:

Your .CER file was created successfully.
Your .PFX file was created successfully.
) geErt C:\enc\test>dir
Y94 12-Oct-14 08:39 PM 11,432 test.docx
gl 12-Oct-14 08:43 PM 912 test.docx.CER
| 12-Oct-14 08:43 PM 2,710 test.docx.PFX

Encryption
key
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TrueCrypt

Disk Encryption |

Advantages: Open-source. Windows/Linux/OS X Free
Disadvantages: If you lose the pass phrase — almost
impossible to recover. Current support is patchy.

PBKDF2

(Password-
Password based Key
Derivation

PSTIPEYTY Function) RFC

2898

Serpent AES

AE S-Serpent

Header Key

(dkLe Header (contains
@V material keys)

Encryption: AES, Serpent,
Twofish

Authentication: RIPEMD-160,
SHA-512, Whirlpool

.l TrueCrypt Volume Creation Wizard

Encryption Options

T3 TrueCrypt Volume Crestion Wizard
Encryption Options

Encryption Algonsm

- I < Back l Next »

Encryption Agorithm

[AES E] Test

FIPS spproved cpher (Rondesl, publshed n 1958) that may be
used by U.5. government departments and agences to protect
dassified information uwp to the Top Secret level, 256-bit key,
1280 bleck, 14 rounds (AES-256). Made of aperation & XTS.

More nformation on ATS Benchmark

Hash Algonthm

< Back I Next > I Cancel I

e Serpent. Ross Anderson et al. 1998. 256-bit key.
Cancel 128-bit block (one of the AES finalists).

DK = PBKDF2(PRF, Password,Salt, c, dkLen)

e Twofish. Bruce Schneier et all. 1998. 256-bit key.

DK = PBKDF2(HMAC-SHA1, passphase, ssid,4096,256) 128-bit block (one of the AES finalists).

e AES. FIPS-approved (Rijndael). 1998. 256-bit key.

128-bit block. Author: Prof Bill Buchanan

Disk Encryption




7 TrueCrypt Volume Creation Wizard o) @ )

Volume Location
[ TrueCrypt Volume Creation Wizard
Ic:\b’\.;ea’yptoz LI Select File...
[V Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt containe
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' t
choose a filename for the container and to select the location whe
you wish the container to be created.

WARNING: If you select an existing file, TrueCryptwiNOTerm
it; the file will be deleted and replaced with ted

TrueCrypt container. waibed)letoenaypte)us d =
on) by moving them to the TrueCrypt container that you are 38
to create now.

[ TrueCrypt Volume Creation Wizard

Volume Size

10 C k8 ~ M8

Free space on drive c:\ is 9.62 GB

le) ®

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will

specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB.

VX:. C:\trueaypt02

Create Volume

Volume

9.8M8 AES

Help <Back Next > cancel |
[ TrueCrypt oo &
Volumes System Favorites Tools Settings Help Homepage
Drive | Volume Size | Encryption algorithm | Type -
S K:

Volume Properties... e Ca

=l Select File...

| C:\ovearypto2
¥ Never save history
Vokume Toos... |

Dismount I Auto-Mount Devices Dismount All |

- |




73 TrueCrypt Volume Creation Wizard

[ TrueCrypt Volume Creation Wizard

Volume Location

Ic:\b’\.;ea’yptoz < Select File...

[V Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt containe
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' t
choose a filename for the container and to select the location whe
you wish the container to be created.

TrueCrypt - Encryption Algorithm Benchmark

Buffer Size: |50 MB

=

L]

Sort Method: IMean Speed (Descending) 3

. - Algorithm Encryption | Decryption | Mean | Benchmark I
JARNING: will
it el b Sennd o reploned it e movieeted AES 1.2 GBfs 1.2 GBJs 1.2 GBJs
mm;&?&ﬁ&ﬁmﬁ ~ Twofish 147 MB/s 158 MB/s 157 MB/s Close |
to create now. AES-Twofish 107 MB/s 151 MB/s 134 MB/s
Serpent 108 MB/s 102 MBE/s 105 MBE/s .
== Serpent-AES 99 MB/s 95.7 MB/s 97.5 MB/s Epeé.;’dﬁ BFSEC“Z"
Twofish-Serpent 66.0 MB/fs 79.9 MB/fs 72.9 MB/fs sé‘ora - gzvig:
AES-Twofish-Serpent 59.2 MB/s 71.8 MEfs 565.5 ME/s d13ra?:teristics
Serpent-Twofish-AES 561.0 MBjs 54,4 MB/s 62.7 MB/s '
These tests take
place in RAM.
Volu_l
[o
S
L
e
S
-
S
:‘ Parallelization: | 2 threads Hardware-accelerated AES: |Yes
-
S
. -
“X: C:\tueayptd2 9.8M8 AES R
Create Volume Volume Properties. .. e Ca
Volume
E [c\oueayptoz ~| Select ...
¥ Never save history 5
Vokume Toos... | SelectDevie... |
Dismount I Auto-Mount Devices Dismount All | ' |




73 TrueCrypt Volume Creation Wizard

Volume Location

Ic:\b’\.;ea’yptoz

¥ Never save history

Lo & s

Password =i Based Key

Salt =9 Rrrc 2898

[l TrueCrype Vol

- TrueCrypt - Encryption Algorithm Benchmark [ﬂ]

PBKDF2 AES
(Password- Header (contains .
master keys) Twofish
Derivation 3DES
Function)
RIPEMD-160
SHA-1
Whirlpool

DK = PBKDF2(PRF, Password, Salt, c, dkLen)
DK = PBKDF2(HMAC-SHA1, passphrase, ssid, 4096, 256)

it
i

&
on W L=
S X: C:\trueayptd2 9.8M8 AES Normal ~
Create Volume Volume Properties. .. e Ca
Volume
[c:\rueaypto2 ~| SelectFile...
¥ Never save history =
Volume Tools... | Select Device... |
Dismount I Auto-Mount Devices Dismount All | Exit |




TrueCrypt is an open source disk
cryptography package - February 2004 -
TrueCrypt Foundation.

David Tesarik registered the TrueCrypt
trademarking the US and Czech
Republic, and Ondrej Tesarik registered
the not-for-profit TrueCrypt company in
the US.

Version 7.1a, there had been an audit on the code, with
an announcement on 28 May 2014 that there was a
discontinuation of TrueCrypt, along with the release of
version of 7.2 (which was intentionally crippled and
contained lots of warnings in the code). The updated
licence (TrueCrypt License v 3.1) contained the
removal of a specific language that required attribution
of TrueCrypt.




WARNING: Using TrueCrypt is not secure as it may contain unfixed security issues
This page exists only to help migrate existing data encrypted by TrueCrypt.
The development of TrueCrypt was ended in 5/2014 after Microsoft terminated support of Windows XP. Windows 8/7/Vista and later offer integrated support for

encrypted disks and virtual disk images. Such integrated support is also available on other platforms (click here for more information). You should migrate any data
encrypted by TrueCrypt to encrypted disks or virtual disk images supported on your platform.

Migrating from TrueCrypt to BitLocker:

If you have the system drive encrypted by TrueCrypt:

1. Decrypt the system drive (open System menu in TrueCrypt and select Permanently Decrypt System Drive). If you want to encrypt the drive by BitLocker
before decryption, disable Trusted Platform Module first and do not decrypt the drive now.

2. Encrypt the system drive by BitLocker. Open the Explorer:
Within the code, “U.S.”
has been changed to

“United States”, which

could point to an

Novice Web page. Very

poor layout of message.

automate d searc h an d 3. Click the drive C: (or any other drive where system encryption is or was used) using the right mouse button and select Turn on BitLocker:
replace method of e rive Tools This PC
changing the code to m Computer View Manage e sy
reflect a possible T e Uaugachmicnine
change of ownership /¢ Favorites 4 Devices and drives (2) hepinruecrypLorg

s Local Disk (C:) Latest
of the code ~ 1% This PC - Show Al

T—= - Open
‘""\’F’ € Network Open in new window
E e #' Turn on BitLocker h Sorry.

This URL has been exdluded from the Wayback
Machine

Code bug? Generation of a

pseudo random number, S e BT m:

Binary distribution could
have been modified.

randomly use the time
between key strokes for users.




6 TCnext
e —

TrueCrypt

Truecrypt.ch

TrueCrypt must not die

TrueCrypt.ch is the gathering place for
all up-to-date information. If
TrueCrypt.org really is dead, we will
try to organize a future.

@TrueCryptNext
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An example of the first few bytes of TrueCrypt volume is:

%c 43 dd 86 cf f 69 eb 86 14 80 66 c9 2f 4b e2
9 5a 01 c2 4 bc c8 8b 71 59 3c 23 9b cc 40
ad 46 a7 b7 4e OO 45 98 d2 ea d2 32 26 a0 10 1c

. 67 80 2d 8a 08 61 ba c9 f6 d9 57 84 f2 93 11 18

C_\Python27>pgthon en.py "c:\Campus&DL - WB.tc"

File_size in bytes:

3145728

Shannon entro min bits per byte-character):

7139587,489559py (min bits per by )

M}P_ possible file size assuming max theoretical compression

e 1c1enc%: _ _

25165649.6435 1in bits

3145706.20544 1in bytes

File_size in bytes:

318724

Shannon entro min bits per byte-character

71380806 TR5IgPY (min bits per by )

M}?_ppssib1e file size assuming max theoretical compression

efficiency: _

2545927.84891 1in bits

318240.981113 1in bytes

File size in bytes:

62464

Shannon entropy (min bits per byte-character)

4.64286159485

Min possible file size assuming max theoretical compression

efficiency: _

290011708661 in bits

RAR7E51 AGRADA T n hvtac



File Compression

50 4B 03 04 [PK]
1F 8B 08

7573746172
78 01,78 9C or 78 DA

File Encryption

[00000000]
[00000016]
[00000032]
[00000048]
[00000064]
[00000080]
[00000096]
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0f e3 32 ed c3
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2¢C
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e3
f0
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33
aa
04
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A0
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ED
4c
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08
00
54
24
A4
E7
AD

00
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Dl
B0
2D
9c
23
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4E
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BC

af 76 dé6 94 9d
57 e3 87 62 fd
41 24 92 9d 54
ad 2f 00 cb 8c
Oa 59 6b 78 65
88 67 51 33 cb

9
00
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cD
7F
EF
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6C

30
A9
6F
39
D7

39

14
OF
2D
E9
97

DA
61
7D
6A
6C
0p
65

5d 82 88 99
14 7e f5 7d
1c 75 bb 54
9f 90 66 49
1f 5b 35 19
03 40 9f 3b
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Host Security

TPM Chip.

Apple T2 Chip.

Disk Encryption: BitLocker.
Disk Encryption: TrueCrypt.
Entropy.

Prof Bill Buchanan OBE

http://asecuritysite.com/esecurity
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